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Certificate Authority (CA)
• Have you used CAs? 
• CAs are the gatekeepr of secure 

web,  deciding which PKs can 
represent which identities 

• Around 100+ CAs trusted by major 
browsers

• Who watches the gatekeepers?



Background on the 
operation of CAs



Public Key Infrastructure (PKI) for Web
• CA Hierarchy  

• Root CA: endorses Intermediate CAs 
• Intermediate CAs: appoints lower-level CAs 

or handle day-to-day issuance 
• Benefits: “hot keys” v.s. “cold key” 

separation  

• Browsers typically trust 100+ root CAs 
• Browsers have different “root programs” to 

vet CAs  

• TLS servers present certificate chains 
to browsers



Root CAs are baked in by system vendors

/etc/ssl/certs/ca-certificates.crt,  // Debian/Ubuntu/Gentoo etc.
/etc/pki/tls/certs/ca-bundle.crt",   // Fedora/RHEL 6
/etc/ssl/ca-bundle.pem,              // OpenSUSE

“System Roots” Keychain on macOS



Be careful when installing certs
• A decent OS should warn their users when 

some applications try to install new certificates 
• Examine the cert to make sure it’s not doing 

more than what’s needed.



Cert chains for*.yale.edu
• Common Name: 

*.yale.edu 
• Issuer by: 

Certainly 
Intermediate R1 

• Which itself is 
certified by 
Starfield Root CA 
- G2

http://yale.edu






How do (leaf) CAs verify 
domain ownership?

• Email verification: send a one-time code to (say) 
admin@domain.com. 

• DNS record verification: challenge the domain owner to 
add strings to a DNS record (TXT or CNAME). 

• HTTP verification: challenge the domain owner to add 
strings to http://domain.com/acme-challenge/ 

• DNS and HTTP verification can be done automatically 
• Let’s Encrypt invented ACME (Automated Certificate Management 

Environment)  
• Fundamentally trusted: It may not do nothing (no way 

to verify that they did)

mailto:admin@domain.com


What if certs are mis-issued?
• Suppose Alice trusts a CA that associates 

 with google.com (called mis-issuance) 
• Attacker can now 1) impersonate google.com and/or 

2) decrypt all traffic from user to Google

PKAttacker

Attacker with a 
certificate for 

google.com from a 
trusted CA

Google

http://google.com
http://google.com
http://google.com


Real-world MITM attacks 
involving bogus certs

• Typical incentives: advertisement, surveillance 
• Superfish adware shipped with some Lenovo PCs install a 

root CA certificate to decrypt HTTPS traffic for advertisement. 
• Xfinity MITM attacks customers to inject ads. 

• “Xfinity is Man-in-the-Middle (MITM) Attacking my Internet” — Alex 
Piechowski 10/29/2019 

• Kazakhstan government mandated installation of “national 
security certificate” to perform nation-wide MITM attacks. 

• “Investigating Large Scale HTTPS Interception in Kazakhstan” Raman 
et al. IMC’20 

• US and EU have legal framework for “lawful interception”



Mis-issuance can happen for many other reasons
• 2001, VeriSign: Issued two Class 3 code-signing certificates to someone claiming to be from Microsoft, 

which could have been used to sign malicious code as if it were from Microsoft. 
• 2008, Trustico (via Comodo): Issued certificates without proper validation, including one for a domain that 

did not belong to the requester. 
• 2011, Comodo: A reseller in Iran was compromised, and attackers issued fraudulent certificates for high-

profile domains like Google, Yahoo, and Microsoft. 
• 2011, DigiNotar: Hacked, leading to the issuance of hundreds of fraudulent certificates, including one for 

Google.com. The breach resulted in DigiNotar’s bankruptcy. 
• 2012, TURKTRUST: Mistakenly issued intermediate CA certificates instead of regular SSL certificates, 

which were used to issue unauthorized certificates for Google domains. 
• 2015, CNNIC: Issued an intermediate CA certificate to an Egyptian company, which was then used to issue 

unauthorized certificates for Google domains. 
• 2016, WoSign and StartCom: WoSign backdated SHA-1 certificates to bypass browser restrictions and 

acquired StartCom, which was also implicated in misissuance. Major browsers distrusted both CAs. 
• 2017, Symantec: Issued numerous improperly validated certificates over several years, leading to Google 

and Mozilla distrusting Symantec’s certificates. 
• 2019, Trustico: Requested the mass revocation of 23,000 certificates without proper justification, raising 

concerns about their practices. 
• 2020, Let’s Encrypt: Revoked over 3 million certificates due to a bug in their validation software that affected 

certificate issuance. 
• 2021, Sectigo: Revoked over 35,000 certificates after discovering a bug in their validation process that 

allowed improper issuance. 
• 2022, Google Trust Services: Briefly misissued certificates due to a configuration error, though the impact 

was limited and quickly resolved.

Wat do?



CA Accountability
• When prevention is impossible, the next best 

thing is accountability after that fact 
• More precisely: detect mis-issuance and 

remove offending CAs from trusted roots. 
• Some challenges: 

• Only domain owners can detect mis-issuance 
• Attackers may target a small set of users. 

• Solution: Users should only accept a cert if it 
will be seen by all domain owners.



Certificate Transparency Logs
• Idea: build a public log 

to store the world’s 
certificates. 

• Running example 
throughout: gmail.com, 
CA, CT log server, 
browser, gmail's monitor
• new players in bold 

• Adversary model: Don’t 
want to trust Log servers

MonitorCA gmail.com

Log servers

http://gmail.com


Workflow: Issuance
• gmail.com asks 

CA for a 
certificate 

• CA issues cert & 
registers it with 
CT log servers 
(typically more 
than one)

MonitorCA gmail.com

Log servers

http://gmail.com
http://gmail.com


Workflow: User/Browser
• Browser connects to 

gmail.com 
• gmail.com provides 

cert during TLS 
handshake 

• Browser checks* if 
cert is in the log. If not, 
abort. 
• Better not leave browsing 

history to Log server.

MonitorCA gmail.com

Log servers

http://gmail.com
http://gmail.com


Workflow: Monitoring
• A monitor periodically 

scans the log for all certs 
issued for“gmail.com”, 
complains if there are 
bogus ones. 

• Monitor is ideally run by 
gmail.com but gmail.com's 
CA may run it too.

MonitorCA gmail.com

Log servers

Security goal: all bogus certs will be 
detected eventually.

http://gmail.com
http://gmail.com
http://gmail.com


Concerns
• Security concerns: Malicious log 

servers may collude with CAs to 
attack targeted users. 
• Deletion: log a bogus cert, fool the user, then 

delete it before the monitor finds out 
• Equivocation: log a bogus cert, but present 

conflicting views to users and monitors. 
• Privacy concerns: user querying logs 

for every cert leaks browsing history…



The primitive needed
• Append-only and fork-resistant dictionary that  
• Succinct proofs of append-only: malicious 

log server can’t delete an item from the log 
• Fork-resistant: if two users compare notes, 

they can identify forking. 
• Dictionary: Support efficient (sub-linear) 

lookup for all values belong to a key.

Transparency Logs via Append-Only Authenticated Dictionaries. Tomescu et al. ACM 2019.



A suboptimal, but widely used 
solution: Append-only Merkle 

Trees



Merkle Tree 
(Due to Ralpha Merkle in 1979)

C1 C2 C3 C4 C5 C6 C7 C8

H12 H34 H56 H78

H14 H58

root

= 𝐻(𝑡𝑥1, 𝑡𝑥2) = 𝐻(𝑡𝑥3, 𝑡𝑥4)

= 𝐻(𝐻12, 𝐻34)

= 𝐻(𝐻14, 𝐻58)

The root is a digest of all leaves.



Membership proof

Proof that 5th leaf is : C5 π = (C6, H78, H14)

C1 C2 C3 C4 C5 C6 C7 C8

H12 H34 H56 H78

H14 H58

root

= 𝐻(𝑥1, 𝑥2) = 𝐻(𝑥3, 𝑥4)

= 𝐻(𝐻12, 𝐻34)

= 𝐻(𝐻14, 𝐻58)

Definition (Merkle Path of a leaf): 
the path from the leaf to the root.

Membership proof of a leaf: siblings 
of the nodes on its Merkle path.

Verification algorithm: H(π3, H(H(C5, π1), π2))
?= root



Security of membership proofs: faking one 
requires finding collisions somewhere 

along the path

x5 x6

H78

H14

root

X5’
X6 

Fake

H78 
Fake

H14 
Fake

root

H58

H56

Different

Different

Different

One way to think about it: a root uniquely defines a tree.



MT based CT logs
• Specified in IETF RFC 6962 and RFC 9162 
• Most deployed logs and clients still use the 

RFC 6962 design 
• Current usable logs



MT based CT logs

C1 C2

root = 𝐻(𝑡𝑥1, 𝑡𝑥2)

Leaves are (hashes of) chronologically 
ordered certs.



MT based CT logs

C1 C2 C3

H12

root

= 𝐻(𝑡𝑥1, 𝑡𝑥2)

Leaves are (hashes of) chronologically 
ordered certs.



MT based CT logs

C1 C2 C3 C4

H12 H34

root

= 𝐻(𝑡𝑥1, 𝑡𝑥2) = 𝐻(𝑡𝑥3, 𝑡𝑥4)

= 𝐻(𝐻12, 𝐻34)

Leaves are (hashes of) chronologically 
ordered certs.



Merkle Tree

C1 C2 C3 C4 C5 C6 C7

H12 H34 H56

H14 H58

root

= 𝐻(𝑡𝑥1, 𝑡𝑥2) = 𝐻(𝑡𝑥3, 𝑡𝑥4)

= 𝐻(𝐻12, 𝐻34)

= 𝐻(𝐻14, 𝐻58)

Leaves are (hashes of) chronologically 
ordered certs.



Append-only proof

C1 C2 C3 C4 C5

H12 H34

H14

R’

= 𝐻(𝑡𝑥1, 𝑡𝑥2) = 𝐻(𝑡𝑥3, 𝑡𝑥4)

= 𝐻(𝐻12, 𝐻34)

• Let  be the list of leaves with root . 
• Given two roots R, R’, how to verify that 

 is a prefix of ?

𝖫𝖵𝖲(r) r

𝖫𝖵𝖲(R) 𝖫𝖵𝖲(R′￼)

C1 C2 C3

H12

R one day later

Application in CT: incremental monitor.
~6-8 million certs per day [Li et al., CCS’19]



Append-only proof

C1 C2 C3 C4 C5

H12 H34

H14

R’

= 𝐻(𝑡𝑥1, 𝑡𝑥2) = 𝐻(𝑡𝑥3, 𝑡𝑥4)

= 𝐻(𝐻12, 𝐻34)

• Let  be the list of leaves with root . 
• Given two roots R, R’, how to verify that 

 is a prefix of ?

𝖫𝖵𝖲(r) r

𝖫𝖵𝖲(R) 𝖫𝖵𝖲(R′￼)

C1 C2 C3

H12

R one day later

Append-only proof = membership proof for 
 in both trees𝖫𝖵𝖲(R)



Append-only proof for 
(hash0, hash1, 3, 4)?

• Verify  is in hash0 
• That means  commits to  

• Compute root’ from g, c, d 
• Combined membership proofs for g, c 
• That means  are still in hash1

g, c
g, c (d0, d1), d2

(d0, d1), d2

Slight notation change: leaves 
d0..dn are explicitly shown. 

d0: a, c, h
d1: b, c, h
d2: g, d

a, b, g, c, d, h g, c, d



Append-only proof for 
(hash0, hash2, 3, 6)?

• Verify  in hash0 
• That means  and  

commit to  
• Compute hash2 from 

 
• That means d0, d1, d2 

are in leaves 1-3

g, c
g c

(d0, d1), d2

g, c, d, i



Append-only proof 
(hash0, hash, 3, 7)?



MT based CT logs
• Log server maintains a 

Merkle Tree 
• Return signed root 

(Signed Tree Head, 
STH) upon request 

• Monitor periodically 
queries for new root 
(STH), new certs, and 
append-only proofs  
since previous root.

MonitorCA gmail.com

Log servers

http://gmail.com


MT based CT logs
• How do browser 

uses the log? 
• Simply querying 

for membership 
proofs doesn’t 
work for privacy 
reasons. 

• Come back to this.

MonitorCA gmail.com

Log servers

http://gmail.com


Signed Certificate 
Timestamp (SCT)

• Practical challenge: Adding certs to log takes time (e.g., it’s batch 
done every 24 hours) 

• log server returns a promise for inclusion called Signed Certificate 
Timestamp (SCT) 

• Typical maximum merge delay (MMD) is typically 24 hours 
• Cert issuance with SCT: 

• gmail.com asks CA for a certificate 
• CA creates cert for gmail.com 
• CA registers cert with CT log server (typically more than one) 
• CT log servers return SCTs
• CA adds SCTs in the cert

• Browser checks SCTs in lieu of inclusion proofs (improving privacy)



An example certificate
• X.509 is 

an International 
Telecommunicatio
n Union (ITU) 
standard defining 
the format 
of public key 
certificates. 

• google.com cert 
shown in PEM 
format.

-----BEGIN CERTIFICATE----- 
MIIOCjCCDPKgAwIBAgIQQ2PoYBQ0FWkS+jbRQTfyZzANBgkqhkiG9w0BAQsFADA7 
MQswCQYDVQQGEwJVUzEeMBwGA1UEChMVR29vZ2xlIFRydXN0IFNlcnZpY2VzMQww 
CgYDVQQDEwNXUjIwHhcNMjUwMTIwMDgzNjA0WhcNMjUwNDE0MDgzNjAzWjAXMRUw 
EwYDVQQDDAwqLmdvb2dsZS5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMBBwNCAARu 
V2tyeX4jQfQtI4SVU+Ro0JebklbavPFFaWNdGNCoh5FCAwtpWkE2jigrHiclbeU+ 
nLXydvLwwuLPE71h/YWVo4IL9zCCC/MwDgYDVR0PAQH/BAQDAgeAMBMGA1UdJQQM 
MAoGCCsGAQUFBwMBMAwGA1UdEwEB/wQCMAAwHQYDVR0OBBYEFG0JAxjO7BHUkyLQ 
JBYJAlFlU2XXMB8GA1UdIwQYMBaAFN4bHu15FdQ+NyTDIbvsNDltQrIwMFgGCCsG 
AQUFBwEBBEwwSjAhBggrBgEFBQcwAYYVaHR0cDovL28ucGtpLmdvb2cvd3IyMCUG 
CCsGAQUFBzAChhlodHRwOi8vaS5wa2kuZ29vZy93cjIuY3J0MIIJzQYDVR0RBIIJ 
xDCCCcCCDCouZ29vZ2xlLmNvbYIWKi5hcHBlbmdpbmUuZ29vZ2xlLmNvbYIJKi5i 
ZG4uZGV2ghUqLm9yaWdpbi10ZXN0LmJkbi5kZXaCEiouY2xvdWQuZ29vZ2xlLmNv 
bYIYKi5jcm93ZHNvdXJjZS5nb29nbGUuY29tghgqLmRhdGFjb21wdXRlLmdvb2ds 
ZS5jb22CCyouZ29vZ2xlLmNhggsqLmdvb2dsZS5jbIIOKi5nb29nbGUuY28uaW6C 
DiouZ29vZ2xlLmNvLmpwgg4qLmdvb2dsZS5jby51a4IPKi5nb29nbGUuY29tLmFy 
gg8qLmdvb2dsZS5jb20uYXWCDyouZ29vZ2xlLmNvbS5icoIPKi5nb29nbGUuY29t 
LmNvgg8qLmdvb2dsZS5jb20ubXiCDyouZ29vZ2xlLmNvbS50coIPKi5nb29nbGUu 
Y29tLnZuggsqLmdvb2dsZS5kZYILKi5nb29nbGUuZXOCCyouZ29vZ2xlLmZyggsq 
Lmdvb2dsZS5odYILKi5nb29nbGUuaXSCCyouZ29vZ2xlLm5sggsqLmdvb2dsZS5w 
bIILKi5nb29nbGUucHSCDyouZ29vZ2xlYXBpcy5jboIRKi5nb29nbGV2aWRlby5j 
b22CDCouZ3N0YXRpYy5jboIQKi5nc3RhdGljLWNuLmNvbYIPZ29vZ2xlY25hcHBz 
LmNughEqLmdvb2dsZWNuYXBwcy5jboIRZ29vZ2xlYXBwcy1jbi5jb22CEyouZ29v 
Z2xlYXBwcy1jbi5jb22CDGdrZWNuYXBwcy5jboIOKi5na2VjbmFwcHMuY26CEmdv 
b2dsZWRvd25sb2Fkcy5jboIUKi5nb29nbGVkb3dubG9hZHMuY26CEHJlY2FwdGNo 
YS5uZXQuY26CEioucmVjYXB0Y2hhLm5ldC5jboIQcmVjYXB0Y2hhLWNuLm5ldIIS 
Ki5yZWNhcHRjaGEtY24ubmV0ggt3aWRldmluZS5jboINKi53aWRldmluZS5jboIR 
YW1wcHJvamVjdC5vcmcuY26CEyouYW1wcHJvamVjdC5vcmcuY26CEWFtcHByb2pl 
Y3QubmV0LmNughMqLmFtcHByb2plY3QubmV0LmNughdnb29nbGUtYW5hbHl0aWNz 
LWNuLmNvbYIZKi5nb29nbGUtYW5hbHl0aWNzLWNuLmNvbYIXZ29vZ2xlYWRzZXJ2 
aWNlcy1jbi5jb22CGSouZ29vZ2xlYWRzZXJ2aWNlcy1jbi5jb22CEWdvb2dsZXZh 
ZHMtY24uY29tghMqLmdvb2dsZXZhZHMtY24uY29tghFnb29nbGVhcGlzLWNuLmNv 
bYITKi5nb29nbGVhcGlzLWNuLmNvbYIVZ29vZ2xlb3B0aW1pemUtY24uY29tghcq 
Lmdvb2dsZW9wdGltaXplLWNuLmNvbYISZG91YmxlY2xpY2stY24ubmV0ghQqLmRv 
dWJsZWNsaWNrLWNuLm5ldIIYKi5mbHMuZG91YmxlY2xpY2stY24ubmV0ghYqLmcu 
ZG91YmxlY2xpY2stY24ubmV0gg5kb3VibGVjbGljay5jboIQKi5kb3VibGVjbGlj 
ay5jboIUKi5mbHMuZG91YmxlY2xpY2suY26CEiouZy5kb3VibGVjbGljay5jboIR 
ZGFydHNlYXJjaC1jbi5uZXSCEyouZGFydHNlYXJjaC1jbi5uZXSCHWdvb2dsZXRy 
YXZlbGFkc2VydmljZXMtY24uY29tgh8qLmdvb2dsZXRyYXZlbGFkc2VydmljZXMt 
Y24uY29tghhnb29nbGV0YWdzZXJ2aWNlcy1jbi5jb22CGiouZ29vZ2xldGFnc2Vy 

http://google.com


New privacy problems
• It’s crucial to audit that promises in SCT are 

upheld by log servers. 
• Who can audit? Only browsers see all SCTs. 
• Several options, none perfect 

• Directly query the log: leak browsing history 
• Route query through proxy/mixnet 
• Route query through DNS (who already knows client’s 

browsing history) 
• Use of Private Information Retrieval



• Still an open problem (See “SoK: SCT 
Auditing in CT” by Meiklejohn et al.)

Slide taken from “SCT Auditing: Revisited” (https://transparency.dev/pdfs/summit2024/heimberger-sct.pdf)

https://transparency.dev/pdfs/summit2024/heimberger-sct.pdf


Auditing other aspects
• Third-party auditors can 

periodically query for STHs and 
verify append-onlyness. 

• Large organizations such as 
Google or independent 
watchdogs act as auditors.



Append-only proofs can 
prevent forks

• Locally verifying append-only proofs 
does not prevents targeted attacks 
• e.g., log server presents one fork for user and 

another for monitor [draw on whiteboard] 

• Equivocation detection: Browsers 
and monitors gossip to compare STHs  
• Any pair of STHs from a given log server 

should be append-only.



Real-World Adoption of CT
• A list of logs https://ct.cloudflare.com/logs

https://en.wikipedia.org/wiki/Certificate_Transparency

https://ct.cloudflare.com/logs


Look up certs

• A convenient tool https://crt.sh

https://crt.sh


Research Directions
• Improving log data structure: Merkle Tree can prove 

set membership, but doesn’t support range queries or 
non-membership proofs: 

• CONIKS (Melara et al, USENIX Security '15) 
• Append-Only Authenticated Dictionaries (CCS’19) 
• Merkle2: A Low-Latency Transparency Log System (S&P’21) 
• SEEMless: Secure End-to-End Encrypted Messaging with less 

Trust (CCS’19) 
• Parakeet: Practical Key Transparency for End-to-End Encrypted 

Messaging (NDSS’23) 
• ELEKTRA: Efficient Lightweight multi-dEvice Key TRAnsparency 

(CCS’23) 
• Better SCT audibility



Summary of CT
• Motivation: CA misbehaviors are hard to eliminate  
• Goal: When prevention is impossible, accountability 

is usually the next option 
• Idea: put all certs in multiple publicly accessible, 

append-only, equivocation-free logs. Browser only 
trusts certs in the logs. 

• Technical tools: Merkle tree, inclusion proofs, 
append-only proofs 

• Widely used in practice, though there are still open 
challenges (e.g., privacy-preserving SCT auditing)


