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Questions
• What are three security 

properties of a TEE? 
• Integrity, confidently, remote attestation 

• SGX is the first _____ ? 
• What’s the trust model of SGX?



Today:  
Side-channel Attacks!



The concern:  
Access patterns

• Access pattern = the sequence of memory 
locations (addresses) a program reads/writes 
over time, including their order and frequency. 

• Access pattern may leak information if it’s 
secret-dependent. 

• Example: Naive implementation of AES



Access patterns can directly leak keys

<- Which part of RoundKey is 
accessed directly leaks k (key)

Key questions: How do attackers learn access 
patterns? How accurate? How fast/slow?



Threat model of SGX
• Trust assumptions

• CPU pack is secure (e.g., attacker can’t read secrets from registers) 
• SGX logic (part of CPU) is correctly implemented. 
• The only software TCB is “the app”: System software is malicious 

(OS, hypervisor, firmware, etc) 
• Potential leakage channels [considered out of scoped 

by Intel SGX’s trust assumption]
• SGX claims no security against physical attacks 
• Page-level access pattern leakage (b/c OS manages page table) 
• Finer-grain access pattern leakage through sides channel in “the 

app” (today’s lecture)



Recall: Page-level access pattern leakage

• Page = 4KB memory regions 
• Attacker (e.g., OS) learns which pages are accessed 
• How to exploit the such leakage? 

Are there other leakage channels?

Yes: Cache-based timing side channels.



All kinds of side-channel 
attacks 

(before SGX)



Side channels
• (The concept is not specific to SGX) 
• A side channel is a source of 

information beyond the output 
specified by an abstraction. 

• Problematic if they are observable by 
attacker and secret-dependent 🔑 



Two classes of side channels
• Emission: What out-of-band signal is generated 

in the course of performing the operation? 
• Electromagnetic radiation 
• Sound (acoustic leakage attacks) 
• Error messages (e.g., in CCA attacks) 

• Consumption: How much of certain resource is 
being used to perform an operation? 
• Timing ⏰ 
• Power consumption 🔌 
• Network traffic 🛜



The first documented vulnerability 
• During WWII, US military uses 

teleprinter to transmit OTP 
messages (Left). 

• Unbreakable, perfect secrecy, 
right?

• It turns out: electrical signals 
carries information about the 
plaintext. 

• Manufacturer found that plaintext 
can be recovered from adjacent 
building (100-ft radius).



U.S. government’s emission 
security (EMSEC) standards

• Formally established in 1950s–1960s, still 
actively enforced (details classified)



van Eck Phreaking
• 1985: Wim van Eck demonstrates image recovery from CRT 

monitors with off-the-shelf equipment (“spied on through walls”)



“Electromagnetic Eavesdropping Risks of Flat-
Panel Displays” Kuhn 2004

• Pick up radiation from screen connection cable



First software side channels

• CRYPTO ’96 
• Show that keys can be recovered from timing (how 

long cryptographic operations take) 
• Coined term “side-channel attack” and opened up 

the field of implementation-level crypto attacks.



Power-side channels
• First paper in ’99 [Kocher 

Jaffe Jun] 
• Simple power analysis 

(SPA) and differential 
power analysis (DPA) 
exploit secret-dependent 
power consumption 

• Requires physical 
probing



Timing Analysis of Keystrokes and 
Timing Attacks on SSH 
[Song Wagner Tian 2001]

• In interactive SSH, keystrokes sent in individual packets 
• Build model of inter-keystroke delays by finger, key pair 

• ML can make such attacks more powerful



Some bizarre ones
• Sound  

• Keyboard acoustics ↝ passwords [USENIX ’05, S&P ’04] 
• “Spearphone: Speech Privacy Exploitation via Accelerometer-

Sensed Reverberations from Smartphone Loudspeakers” 
[WiSec ‘20] 

• “Hey Alexa, What Did I Type? Acoustic Side Channel Attacks 
on Virtual Keyboards” [NDSS ’21] 

• “Synesthesia: Detecting Screen Content via Acoustic Side 
Channels” [USENIX ’22] 

• … 
• Color …



Color??
• Default web browser behavior: unvisited links 

are blue and visited links are purple. 
• Color available to javascript! 
• Attack: Malicious website enumerates URLs 

in invisible portion of site to sniff browser 
history. 

• Exploited in the wild. “Fixed” in 2010, new 
browser features re-exposed the side 
channel.



somemore
• Fault induced side channels 

• Injecting faults to trigger side channels 
(e.g., glitch power, voltage, clock, 
temperature, etc) 

• Takeaway: There are many 
possible side channels, and they 
are hard to eliminate.



Focus: Cache-based 
side channels



Cache-based side channels
• Good for attackers: 

• Remote exploitability: can be done over 
SSH. No physical access required. 

• Software exploitability: no need for special 
hardware. 

• Realistic concern, also works for SGX 
• Intel leaves it out of scope (up to 

developer’s to implement mitigation)



Memory and cache
• Cache is problematic 

for security b/c it is 
shared, not 
manageable at software 
level by design. 

• Caches organized in 
hierarchy: closer to the 
core are faster and 
smaller (more 
expensive)



















E.g., least-recently-used (LRU) replacement









Reads change system state 
• Read to newly-cached location is fast 
• Read to evicted location is slow



Cached-based side channels

• Threat model: attacker on the 
same physical hardware 

• Goal: infer access patterns of 
victim through timing
• Basically: Address recently accessed = 

cache hit = fast access by attacker 
• Extract secret from access patterns



General strategy
• Goal: figure out if address A is 

accessed by victim 
• General strategy:  

• Put cache into known state 
• make victim run 
• infer what changed after run



Some important details 
about cache internals



Cache placement
• CPU fetches data in chunks called cache lines 

(typically 64 bytes) 
• When loading a byte, CPU loads the entire line containing 

that byte. 

• When accessing address , what & where to put 
in cache? 
• What: the line containing  (64 bytes starting at A^~0x3F) 
• Where: one of N slots in cached per cache placement 

policy. 
• 32KB L1 cache -> 512 slots

A

A
0x3F=0b0000000000111111



Cache placement
• Direct map: assign each line to a fixed slot 

• “Each car has a fixed spot” (E.g., m-th line is stored in slot 
m % N)

• Problem: contention (not used in practice) 

• Full associativity: a line can be stored anywhere 
• “Can park anywhere in the garage”
• Problem:  

• expensive to lookup (need to go through every entry in cache) 
• Not used in practice.



W-way set associativity
• “Each car can be parked in one of W slots” (called 

a W-way set) 
• L1 cache is commonly 8-way set associative 
• Supposing we have 64 sets 
• When address  is accessed: 

• Parse  as [52 bit tag ][6 bit set index ][6 bit offset] 
• store  anywhere in set  

• Lookup address : figure out which set  belongs 
to, goes through all W slots

A
A T s

(𝗅𝗂𝗇𝖾∥T ) s
A A



A set

Example: 8-way set associative cache of 32 KB
• Cache line = 64B 
• 32 KB / 64B = 512 slots organized into 64 sets

1 2 63 64

…

…

…

…

…

…

…

…



A set

Example: 8-way set associative cache of 32 KB
• Parse address  as [52 bit tag ][6 bit set ][6 bit offset] 
• Placement: store  anywhere in set 

A T s
(𝗅𝗂𝗇𝖾∥T ) s

1 2 63 64

…

…

…

…

…

…

…

…



Three basic techniques 
• Goal: figure out if address A is accessed 

by victim 
• e.g, a specific row of the lookup table  

• Evict and time 
• Attacker evicts the entire set for A 
• Run victim, and see if victim slows down. 
• Learns: some address in that set is accessed, 

may or may not be A.
• Noisy: Can only measure total victim runtime.



Three basic techniques 
• Goal: figure out if address A is accessed by victim 

• e.g, a specific row of the lookup table  

• Evict and time (low precision) 
• Prime and probe 

• Attacker fills the entire set for A. Run the victim, then attacker 
accesses the set, and see if attacker slows down. 

• Similar learning about above.
• Higher precision measurement since the attacker controls it. 

• Many attacks (e.g., AES key recovery, Spectre 
gadgets, SGX leaks) are practical at set-level 
granularity.





Three basic techniques 
• Flush and reload 

• Flush/evict (clflush) a specific cache line from 
the cache, run the victim, attacker accessed the 
line, and see if the attacker slows down 
• Q: What if it does? 

• Most precise (line-level granularity v.s. set level) 
• Line-level: 52 bits tag + 6 bits set index 
• Set-level: only middle 6 bits



• USENIX ‘14



SGX is no exception [in principle]

• Enclaves share 
various cache 
with attacker. 

• Address 
translation & 
cache 
placement are 
managed by 
OS!



Mitigation of side 
channels



Mitigating side channels
• Principle: carefully write programs to 

eliminate secret-dependent side 
effects 
• Timing 
• Memory access patterns 

• Challenge:  
• not always easy… 
• Performance



Control flow introduces time 
variability



Does padding the else 
branch work?

Problem: Instructions access still observable



Some common tricks



CT_SEL
• CT_SEL(cond, a, b) 

• Return a if cold == true, else b. 
• Common implementation 

uint32_t CT_SEL(uint32_t a, uint32_t b, uint32_t cond) { 
    // cond must be 0 or 1 
    uint32_t mask = -cond; // if cond = 1 → 0xFFFFFFFF; if cond = 0 → 0x00000000 
    return (a & ~mask) | (b & mask); 
}



• Writing constant-time code is hard. 

• There are tools to help but most code is still written 
by hand. 

• It can be slower, larger, and more complex. 

• (This is one of the reasons people recommend not 
doing your own cryptographic implementations.)



New opportunities for 
side channels: 

Speculative Execution



Spectre and Meltdown
• Lipp et al., Kocher et al. 2017 
• Extremely damaging attacks affecting pretty 

much every CPU

https://meltdownattack.com/



Speculative Execution
• A widely used performance optimization 
• Example (speculative branch execution) 

• Branch predictor predicts which branch to take based 
on prior history 

• If “if”, starts executing compute(b) before loading finishes  
• When loading does finish, check if guess was correct:  

• Correct: Save speculative work → performance gain 👍 
• Incorrect: Discard speculative work → no harm?  

• Basis of the Spectre attack.

if (uncached_value == 1) // load from memory  
    a = compute(b)



Spectre attack (rough idea)
Goal: read value at array1 + 1000 

(e.g., out of bound read) 
Attacker controls input (x, here)

Vulnerable code pattern



Spectre attack (rough idea)
Goal: read value at array1 + 1000 

(e.g., out of bound read)



Spectre attack (rough idea)
Goal: read value at array1 + 1000 

(e.g., out of bound read)



Spectre attack (rough idea)
Goal: read value at array1 + 1000 

(e.g., out of bound read)



Spectre attack (rough idea)
Goal: read value at array1 + 1000 

(e.g., out of bound read)



Example 2: Speculative Memory Access

• CPU will load secret from 0xFFFF0000 and store in a 
• Before slow security checks finish 

• It continues execution (using a in some way) 
• …until security check finishes — abort and restore a 
• Too late - value in a already leaked through side channels 
• Basis of Meltdown attack
• “a delicate race condition in the CPU’s access control logic 

that allows an attacker to use the results of unauthorized 
memory accesses in transient out-of-order instructions before 
they are rolled back.”

uint8_t a = *(uint8_t*)0xFFFF0000; // some kernel address



Spectre and Meltdown
• Lipp et al., Kocher et al. 2017 
• Extremely damaging attacks affecting pretty 

much every CPU

https://meltdownattack.com/



How about SGX?

• Foreshadow abuses the same vulnerability 
as Meltdown 

• Full confidentiality broken 
• Also breaks integrity because it extracted the 

attestation key…



How about SGX?

• Can steal secrets from SGX enclave 
• Breaks confidentiality 
• Also demonstrated extraction 

sealing key… can break integrity too



• Identity vulnerable patterns (simplified) 
• Attack controls input x 

• Turns out such patterns are very common

if (x < array_len) { 
    uint8_t value = secret_array[x];   // secret used here 
    temp = probe_array[value * 4096];  // leaks via cache 
}



Intel’s mitigation
• To mitigate Meltdown (Foreshadow) 

• E.g., Intel disabled support for speculative reads 
from SGX with microcode updates — but earlier 
CPUs were exploitable. 

• Spectre 
• Intel suggested software mitigation

if (x < array_len) { 
    uint8_t value = secret_array[x]; 
    temp = probe_array[value * 4096]; 
}

if (x < array_len) { 
    _mm_lfence();   // serializing barrier 
    uint8_t value = secret_array[x]; 
    temp = probe_array[value * 4096]; 
}



Summary
• SGX protects access, but not information flow 

• Developers are responsible for not introducing side channels 
(e.g., using constant time programming)

• More stupid errors are possible, e.g., put secrets in logs

• Cache-based timing side channels 
• Evict+Time, Prime+Probe, Flush+Reload 
• Fixable with constant-time programming in principle  

• Speculative execution attack 
• A hardware bug  
• Mitigation: inserting lfence() or disabling speculative exec.



Takeaways
• Exploitation in lab != real problems 

• But it definitely doesn’t inspire confidence 
• Secure TEE code against side channels is left 

for developers 
• Should we deem TEE as insecure? 
• Better way: Design protocols with TEE failures 

in mind 
• E.g., it’s possible to use it only for integrity, but not for 

confidentiality



Summary
• “SoK: Understanding Design Choices and Pitfalls of 

Trusted Execution Environments” (AsiaCCS’24) 
• Vulnerable design 
• Controlled side channels 
• Micro-architectural side channels 
• Speculative execution 
• Micro-architecture flaw 
• Hardware flaw 

• Most widely available TEEs have some vulnerabilities. 
• All vulnerabilities break confidentiality; some also break 

integrity (i.e., leaked attestation keys.)




